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SE(RH 25 YEAR RE-REVIEW

Responstere Ofricen 7 Jury 1948
CrypTorOOM 2049-8, M-BuiLbing R '
calzr, COMnuq)ctr:Oﬂs Division

SEcuRITY OF CRYPTOGRAPHIC OPERATIONS, Roon‘20h9-a‘

THIS NEMORANDUN SUPPLEMENTS THE DO . :
DOCUMENT "SECURITY REQUIREHENTS FOR CRYPTO-
GRAPHIC OPERATIONS™ (SHORT TITLES WILAUT, Rea. No. 11) awp ouTLINES THE SPECIFIC
REQUIREMENTS FOR CRYPTOGRAPHIC OPERATIONS IN ROOM 2049+8 M-BuiiDING. IT wite eF
NAINTAINED wiTH UMLAUT AT ALl TINES. | -

»

1. SIGHUAD T e
As THE SIGHUAD 1S A CLASSIFIED CRYPTOGRAPHIC DEVICT WHICH HAS BCEN HOUNT=

€D ON A SLIDING DRAWER OF A SAFE CH-TO. Bv PULLING THE ORAWER FORWARD THE SIGHUAD }
MAY BE OPERATED DIRECTLY FROM THE SAFE. A SPECIAL SWITCH HAS JEEN INSTALLED AT THE
REAR OF THE DRAWER WHICH WiLL AUTONATICALLY TURN OR A SIGNAL OR WARNING LIGHT DUT=—
$IDE THE CRYPTOROON DOOR WHER THE SIGHUAD (S 1N AN OPERATING POSITION AND TURN OFF
THAT LIGHT WwHEN THE SIGHUAD HAS DEEN COMPLETELY RETURNED TO THE SAFE. THIS SANE

- SWITCH ALSO PREVENTS THE SIGHUAD UNIT FROM BEING TURNED ON WHEN THE DRAMER SUPPORT=
ING THE UNIT I8 RETURNED ALL THE WAY $1TO THE SAFE. AFTER THE SIGHUAD HAsS eEen sg7
AT THE BEGINNING OF LACH CRYPTOGRAFHIC PERIOD, THE DRAWER WILL BE RETURNED TO A
PDSITION JUST SHORT OF THE “OFF™ POSITION, THE UNIT MILL ALWAYS SE OPERATED FROM THIS

POSITION. , ‘<

B. OHLY THOSE PERSONS WHOSE NAMES APPEAR On THE “ArproveD List™ wav BE

ADMITTED TO THE ROOM WHEN THE WARMING LIGHT I8 OR. THE SIGHUAD.AND 1TS RELATED
PARTS AND DOCUMENTS WiLL BE RETURNED TO AND LOCKED IN THEIR SAFE$S SEFORE ATVISITOR"
18 ADMITTED TO THME ROOM. THE ONLY EXCEPTION TO THIS POLICY WILL BE IN THE EVENT IV
IS WECESSARY FOR 4 VISITING COMFEREE WOT ON THE APPROVED LIST TO ATTEND A CONFERENCE

© conpucTED OovER THE SICHUAD circuit. 1IN THIS CASE THE CONFEREE WiLL NOT BE ALLOWED

" TO VIEW OR HAVE ACCESS TO THE CIPHER DEVICE. - IF 17 13 NECESSARY TO RE~SET THE

DEVICE OURING A CONFERENCE, 47 WiLlL BE THE DUTY OF THE RESPONSIBLE OFFICER TO IN-
BURE PROPER PROTECTION OF THE DEVICE EJTHER BY SCREENING. 1T FROM VIEW OR DY HAVING
THE VISITING CONFEREE WAIT OUTSIDE THE CRYPTOROOM UNTIL THE RE~SET HAS BTEN-MADK.

2. TRADON -
A. The TRADON 18 An UNCLASSIFIED DEVICE. HOWEVER, 1TS ONE~TINE KEYING
TAPES ARE CLASSIFIED SECRET AND MUST BE HANDLED ACCORDINGLY. ONE=TIHE TAPES WilL
BE BTORED 1N & LOCKED THREE=WAY COMBINATION SAFE WHEN NOT IN USE. Tares wHicH
ARE BEING USED WILL BE COVERED OR RETURNED TO THEIR SAFE BEFORE ANYONZ WHOSE
MANEZ DOES NOT APPEAR ON THE APPROVED A 187 13 ADRITVED TO THE. ROOM.

THE ONC=TINE TAPE WILL BE MUTILATED BY TEARING TREW

‘Be  SEGHENTS OF {Stx Letven 692, PamaoRAPH 5D).

INTO ONE INCM LENGTHS INNEDTATELY AFTER USE.
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~ AMILL BE RETURNED TO AND LOCKED
“.% " YHE CAYPTORQOM WILL BE -LOCKED.
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THESE MUTILATED TAPES ARC STILL CLASSIFIED SECRET AND WILL BE SECURELY STORED
IN A THREEZ~MAY COMBINATION SAFL UNTIL THEY ARE COLLECTED BY THE CRYPTOORAPHIC
couriEr oF CoMMunicaTions Division. Nored THESE MUTILATED TAPES WiLL BE
PROTECTED BY DOUBLE SEALZD WRAPPERS OR ENVELOPES AND WILL DK HANDLED As SECRET

POUCHES, THESE POUCHES WILL BE COVERED BY RECEIPTS,

¢. DURING CONFERENCES OVER THE TRADON CIRCUIT WHICH 18 BEING ATTENDED BY
CONFEREES NOT ON THE APPROVED LisT THE SIGHUAD CIRCUIT NUST BE TEMPORARILY
CLOSED AND THE DEVICE, ASSOCIATED PARTS AND DOCUNENTS RETURNED AND LOCKED IN
THE IR BAFES. THEREZ 18 NO RESTRICTION ON THE VIEVING or TRADON BY CONFEREES.

3, _ROOM_SECURITY

A. SECURITY CHECK SHEKTS WILL BE MAINTAINED FOR THE SAFES AND ENTRANCE
DOOR OF THE.CRVPTOROOM. THE COMPLETED CHECK SHEETS WILL BE FORVARDED YO THE
CHIEF, COMNUNICATIONS DIVISION, MARKED "ATTNS CHIEF, S1GNAL SECURITY CoNTROL
SECTION ON THE 7IRST WORKING DAY OF EACH MONTH. S1GNAL SECURITY CONTROL SEcTioN

. WILL CHECK AND FORVARD THEW TO THE SECURITY BRANCH.

g. THE CRYPTOROOM, 2049 MAY BE LEFY UNLOCKED DURILD THE DAY PROVIDED ONE
OF THE OPERATING PERSONNEL 13 AT HI8 DESK LGCATED IHMEDIATELY N FRONT OF THE
ENTRANCE DOOR TO THE CRYPTOROOM. THE ENTRANCE MUST 68 UNDEZR THE OBSZRVATION
_OF A DULY AUTHORIZED PERSON AT ALL TIHES. IF ALL AUTHOR1ZED PERSONNEL LEAVE THE

IMHEDIATE VICINITY OF THE CRYPTOROOM DOOR, ALL CRYPTO MATERIAL, DEVICES, ETC.,
IN THEIR SAFES AND THE QUTSIDE ENTRANCE DOOR TO

C. SAFE AND DOOR COMDINATIONS OF THE CRYPTOROOM WILL BE CHANGED BY Si1GNAL
SzcurtTy CONTROL SECTION. IF ANY PERSON WITH KNOWLEDGE OF THESEC COMBINATIONS
LEAVES THE TMPLOY OF THE OFFICE OR HAS, FOR SOME OTHER REASON, NO FURTHER
NZED TO KNOW THE COMBINATIONS, THE RESPONSIBLE OFFICER WILL NOTIFY S1aNAL
SecuriTY CONTROL SZCTION 80 THAT THE COMBINATIONS WAY BE CHANGED PROMPTLY.
SionAL SkcuriTy CONTROL SECTION WILL. FILE THESE COMBINATIONS WITH THE SUPER-
VISOR OF THE S1GNAL CENTER, COMMUNICATIONS DIVISION. “THE COMBINATIONS MAY BE
ACQUIRED, IN EVENT OF AN EMERQENCY, BY ANY PERSON WHOSE NANE APPEARS ON THE
ApproveD Li18T UPON PRESENTATION OF PROPER IDENTIFICATION. WHEN A COKB INAT 10N
|8 RENOVED FROM AN ENVELOPE, THE FORM ENCLOSED THEREIN WILL BE COMPLETED AND
FORWARDED TO THE CHIEF, Si1cNAL SECURITY ConTROL SECTION, AND THE COMDINATION
RESEALED IN A DOUBLE ENVELOPE, CONBINATIONS YO TH18 CRYPTOROOM AND ITS BAFES

 WiLL NOT BE CHANGED BY OR FILED WITH THE STCuriTY BRANCH. .

%, CLASSIFICATION OF CORRESPONDENCE

N WilL BE TRANSHITTED (ENCRYPTEO) AS THE FIRSY AKD LAST

CORRESPONDENCE « FURTHER, THE CLAESSIFICATION wilL i1
EACH PAQGE OF QUTGOING AND INCOKING

RENOVED FROM THE PR(HT!R.

THE CLASSIFICATIO
VORD OF CACH PIECE OF
STAMPED AT THE TOP AND sOTTOM OF
CORRESPONDENCE AFTER 17 NAS BEEN
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Cuigr, CGMMUHICATILNS DivisioN
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